
DatabaseSecurity

DatabaseSecuritymeanstokeepsensitiveinformationsafeandpreventthelossofdata.

SecurityofdatabaseiscontrolledbyDatabaseAdministrator(DBA).

Thefollowingarethemaincontrolmeasuresareusedtoprovidesecurityofdataindatabases:

1.Authentication

2.Accesscontrol

3.Inferencecontrol

4.Flowcontrol

5.DatabaseSecurityapplyingStatisticalMethod

6.Encryption

Theseareexplainedasfollowingbelow.

1.Authentication:

Authenticationistheprocessofconfirmationthatwhethertheuserloginonlyaccordingtothe

rightsprovidedtohim toperform theactivitiesofdatabase.Aparticularusercanloginonlyup

tohisprivilegebuthecan’taccesstheothersensitivedata.Theprivilegeofaccessingsensitive

dataisrestrictedbyusingAuthentication.

Byusingtheseauthenticationtoolsforbiometricssuchasretinaandfigureprintscanprevent

thedatabasefrom unauthorized/malicioususers.

2.AccessControl:

Thesecuritymechanism ofDBMSmustincludesomeprovisionsforrestrictingaccesstothe

databasebyunauthorizedusers.Accesscontrolisdonebycreatinguseraccountsandto

controlloginprocessbytheDBMS.So,thatdatabaseaccessofsensitivedataispossibleonly

tothosepeople(databaseusers)whoareallowedtoaccesssuchdataandtorestrictaccessto

unauthorizedpersons.

Thedatabasesystem mustalsokeepthetrackofalloperationsperformedbycertainuser

throughouttheentirelogintime.

3.InferenceControl:

Thismethodisknownasthecountermeasurestostatisticaldatabasesecurityproblem.Itis

usedtopreventtheuserfrom completinganyinferencechannel.Thismethodprotectthe

sensitiveinformationfrom indirectdisclosure.



Inferencesareoftwotypes,identitydisclosureorattributedisclosure.

4.FlowControl:

Thispreventsinformationfrom flowinginawaythatitreachesunauthorizedusers.Channels

arethepathwaysforinformationtoflowimplicitlyinwaysthatviolatetheprivacypolicyofa

companyarecalledcovertchannels.

5.DatabaseSecurityapplyingStatisticalMethod:

Statisticaldatabasesecurityfocusesontheprotectionofconfidentialindividualvaluesstoredin

andusedforstatisticalpurposesandusedtoretrievethesummariesofvaluesbasedon

categories.Theydonotpermittoretrievetheindividualinformation.

Thisallowstoaccessthedatabasetogetstatisticalinformationaboutthenumberof

employeesinthecompanybutnottoaccessthedetailedconfidential/personalinformation

aboutspecificindividualemployee.

6.Encryption:

Thismethodismainlyusedtoprotectsensitivedata(suchascreditcardnumbers,OTP

numbers)andothersensitivenumbers.Thedataisencodedusingsomeencodingalgorithms.

Anunauthorizeduserwhotriestoaccessthisencodeddatawillfacedifficultyindecodingit,

butauthorizedusersaregivendecodingkeystodecodedata.

Databasesecurityreferstothecollectivemeasuresusedtoprotectandsecureadatabase

ordatabasemanagementsoftwarefrom illegitimateuseandmaliciouscyberthreatsand

attacks.

Databasesecurityproceduresareaimedatprotectingnotjustthedatainsidethedatabase,but

thedatabasemanagementsystem andalltheapplicationsthataccessitfrom intrusion,misuse

ofdata,anddamage.

Itisabroadterm thatincludesamultitudeofprocesses,toolsandmethodologiesthatensure

securitywithinadatabaseenvironment.

Databasesecuritycoversandenforcessecurityonallaspectsandcomponentsofdatabases.

Thisincludes:

I.Datastoredindatabase.

II.Databaseserver.

III.Databasemanagementsystem (DBMS).

IV.Otherdatabaseworkflowapplications.



Databasesecurityisgenerallyplanned,implementedandmaintainedbyadatabase

administratorandorotherinformationsecurityprofessional.

Someofthewaysdatabasesecurityisanalyzedandimplementedinclude:

I.Restrictingunauthorizedaccessandusebyimplementingstrongandmultifactoraccessand

datamanagementcontrols.

II.Load/stresstestingandcapacitytestingofadatabasetoensureitdoesnotcrashina

distributeddenialofservice(DDoS)attackoruseroverload.

III.Physicalsecurityofthedatabaseserverandbackupequipmentfrom theftandnatural

disasters.Regulardatabackupscanbeplannedaspartofadatabasesecurityprotocol,and

multiplecopiescanbestoredoff-sitetoprovideredundancyandemergencyrecovery.

IV.Reviewingtheexistingsystem foranyknownorunknownvulnerabilitiesanddefiningand

implementingaroadmap/plantomitigatethem.

V.Dataencryptioncanprovideanadditionallayerofsecuritytoprotecttheintegrityand

confidentialityofdata.

Enforcingadequatedatabasesecuritypracticesisvitalforanyorganizationsforavarietyof

reasons.Theseinclude:

I.Ensuringbusinesscontinuity:Manyenterprisescannotoperateuntilthebreachisresolved.

II.Minimizingfinancialdamage:Onceabreachoccurs,anorganizationmustsustainsignificant

financialcoststocommunicatethebreachtoallitscustomers,managethecrisis,repairor

updatetheaffectedsystemsandhardware,payforinvestigativeactivities,etc.

III.Lossofintellectualproperty:Ifadatabaseisaccessed,there’sachancethatacompany’s

tradesecrets,proprietaryprocedures,andotherformsofintellectualpropertyarestolenor

exposed.Insomeinstances,thismeansthecompletelossofanycompetitiveedgemaintained

bythatorganization.

IV.Brandreputationdamage:Onceabreachisnotifiedtothecustomerbase,partnersand

customersmaylosefaithintheorganization’sabilitytoprotecttheirdata.Thebrand’s

reputationwillsuffer,andmanymightdecidenottobuythatorganization’sproductsorservices

anymore.

V.Penaltiesandfines:Organizationsmustbecompliantwithalargenumberofregulations,

suchasthoseintheGeneralDataProtectionRegulation(GDPR),PaymentCardIndustryData

SecurityStandard(PCIDSS),HealthInsurancePortabilityandAccountabilityAct(HIPAA),and

more.Ifadatabreachoccursbecausetheorganizationfailedtocomplywiththeseregulations,

finesandpenaltiescanbeverysevere,insomecasesevenexceedingseveralmilliondollarsper

violation.




